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ABSTRACT

Technological advancement brings both positive benefits and negative
consequences. Within the realm of criminal law, one of the most significant
impacts is the evolution of how crimes are committed. The proliferation of
various electronic devices, coupled with their connectivity to the internet,
has given rise to new types of offenses—many of which remain poorly
understood, especially given the rapid and ongoing nature of technological
development. Crimes involving the use of data are known as "cybercrimes";
they occur in the digital sphere through electronic means, prompting states
to enact national legislation to combat them. Furthermore, international
efforts have intensified to establish a legal framework—a foundation upon
which all nations can build—to protect the digital space without infringing
upon the right to privacy, while also developing international mechanisms
to ensure the implementation of such agreements. Despite the inherent
challenges in addressing and combating these crimes—characterized by the
ease and speed with which they are committed, as well as the ability to
conceal incriminating evidence—the international community has, through
the 2024 United Nations Convention on Combating Cybercrime, finally laid
a cornerstone for protecting the international digital space and

strengthening global cooperation to combat these offenses.
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